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ABSTRACT: Cloud computing useful for sharing information among the users with unlimited storage space. Data
deduplication is method for eliminating duplicate copies of data, to reduce storage space and upload bandwidth in
cloud.To achieve secure deduplication in cloud, convergent encryption has been used. Convergent encryption generates
identical ciphertext from identical plaintext files. In cloud computing the duplicate files has to be removed from storage
without the provider have access to the encryption keys.The problem is there is no efficient and reliable key
management.To achieve this Dekey , a new construction in which users no need to manage any keys on their own but
they securely distribute the convergent key shares across multiple servers. Encryption mechanisms not preserve the
data in the cloud from unauthorized access from both inside attacker as well as outside attacker.To minimize the
attacks and also provide security in cloud computing, user behavior and decoy information technology called as Fog
Computing has to be implemented.

KEYWORDS: Deduplication, Convergent encryption key management, Dekey, User behaviour profiling, Decoy
Technology.

I. INTRODUCTION

Data deduplication is technique to ignore duplicate copies of data, and it has been used to reduce bandwidth of upload
and space of storage.Convergent encryption has been adopted for secure deduplication, a critical issue of making
convergent encryption is to manage a huge number of convergent keys. Today’s objection of cloud storage services is
put on account of the increasing volume of data. Deduplication use convergent encryption to make data management
scalable.Various businesses, like start-ups, small and medium businesses (SMBs), are increasingly improvement for
outsourcing data and computation to the Cloud. Commercial cloud storage services like Dropbox, Mozy, and Memopal,
have been applying deduplication to user data inorder to save cost of maintenance.Based upon user’s point of view,
data outsourcing increases security and privacy concerns. We should trust third-party cloud providers to properly
invoke confidentiality, integrity checking, and access control mechanisms contradictory to any insider and outsider
attacks. However, deduplication, while enlightning storage and bandwidth efficiency, is adaptable with Convergent key
management. Specifically, traditional encryption is responsible for distinct users to encrypt their data with their own
keys. Many proposals have been made to secure remote data in the Cloud by applying encryption and standard access
controls. It is fair to say all of the standard approaches have been demonstrated to fail from time to time for a variety of
reasons, including insider attacks, mis-configured services, faulty implementations, buggy code, and the creative
construction of effective and sophisticated attacks not envisioned by the implementers of security procedures. Building
a trustworthy cloud computing environment is not enough, because accidents continue to happen, and when they do,
and information gets lost, there is no way to get it back. One needs to prepare for such accidents. The basic idea is that
we can limit the damage of stolen data if we decrease the value of that stolen information to the attacker. We can
achieve this through a ‘preventive’ disinformation attack. We posit that secure deduplication services can be
implemented given two additional security features:

1.1 User Behaviour Profiling: User profiling is a well known Technique to monitor data access in the cloud and
detect abnormal data access patterns.This can be applied here to how much a user accesses their information in the
Cloud. Such ‘normal user’ behavior can be used to check whether abnormal access to a user’s information is
happening. The method of user behavior profiling is commonly used in fraud detection applications. That profiles
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would naturally include volumetric information, how many documents are typically read and how often.

1.2 Decoys: Decoy used to monitor data access in the cloud and detect abnormal data access patterns. We start a
disinformation attack by responding huge amounts of decoy information to the attacker. This preserve against the
misuse of the user’s original data. Start disinformation attacks against cruel insiders, preventing them from making the
original sensitive users data from fake worthless decoy technology has been used. Its mainly used to serve two
purposes:

(1) Authorize data access , when irregular information access is detected, and

(2) Confusing the attacker with bogus information

The decoys, then, serve two purposes:
Validates whether data access is authorized .

Confusing the attacker with bogus information.

i I User Profiling H ey TeRHASIORY I
P

Fig 1. Outsider Attacker data security

Outsider attacker protection has to be done by increase the insider attacker with secure deduplication. Convergent
encryption provides a data confidentiality in deduplication. It encrypts/decrypts a content with a convergent key, which
has to be derived by computing the hash value of the data copy itself [8]. After generating the key data has to be
encrypt and then users has to retain the keys and send the cipher text to the cloud. Encryption is deterministic but isame
data copies will generate the same convergent key and the same cipher text. It allows the cloud to perform the
deduplication on the cipher texts. The cipher text scan is decrypted by the respective data owners with their convergent
keys.The new construction is Dekey in which users no need to maintain any keys on their own but instead securely
share out the convergent key across multiple servers for insider attacker. Dekey uses the Ramp secret sharing scheme
and explain that Dekey has limited overhead in realistic environments.
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II. LITERATURE SURVEY

Data deduplication is important for eliminating duplicate copies of data, and has been widely used in cloud storage to
reduce storage space to users. They defined the notions used in based paper, review some secure primitives used secure
deduplication. Symmetric Encryption, Convergent Encryption, Proofs of Ownership (PoWs), Ramp Secret Sharing,
Secure Deduplication.

2.1 Symmetric Encryption
Symmetric encryption is security framework.In traditional encryption different users to encrypt their

data with their own keys. A type of encryption where the same key is used to encrypt and decrypt the message. This
differs from asymmetric (or public-key) encryption, which uses one key to encrypt a message and another one to
decrypt the message. Symmetric encryption is the oldest and best-known technique. A secret key, which can be a
number, a word, or just a string of random letters, is applied to the text of a message to change the content in a
particular way. This might be as simple as shifting each letter by a number of places in the alphabet. As long as both
sender and recipient know the secret key, they can encrypt and decrypt all messages that use this key.The same data
content of different users produce different ciphertexts so it is impossible for deduplication .

< Plaintest 7 [ Ciphertext Plaintext

=
Sender Encrypt Decrypt Recipient

Same key is used to enciypt
and decrypt message

c

Shared Secret Key

Fig 3.Symmetric Encryption

2.2 Convergent Encryption

Convergent encryption allows cloud storage services to deduplicate data, without the service having access to
the encryption keys used to protect customer files. It provides better privacy than traditional cloud storage. Normally,
when cloud services encrypt data, they use their own encryption key. With convergent encryption, the encryption key
is derived from the file itself. As such, it produces identical ciphertext from identical plaintext files. Convergent
encryption lets cloud storage providers store large amounts of data at low prices, while offering better privacy
than traditional cloud storage.The drawback is Privacy concerns have been raised with cloud storage services
deduplicating data via convergent encryption. This is because deduplication can be used to “discover” which users are
storing a file, if the attacker also has a copy of the file. For instance, an oppressive government could find out which
users are storing copies of banned books. Or it could be used to discover which users are storing copyrighted
material. This assumes direct access to the servers is given to the outside party.

Data Encryption key derived from Data
K = hash(Data)

?\J — lo._

Fig 4.Convergent Encrption

Assuming the attacker has access to the associative array and knows the functions used, what can he do?

The associative array only stores ciphertext X’ and the hashes thereof, H=HB(X'). It never stores the plaintext X or
even the hash of the plaintext K.
It is not possible for an attacker to manipulate the stored information. If the attacker where to change a
pair (H,X") into (H,X") it can be detected because the relation H=HB(X') will no longer hold. This check only requires
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knowledge of HB, the verifier does not even have to have the key to the data K. It is therefore advisable to implement
this check at any place where such manipulation might occur.

It is possible for an attacker to remove information. If the attacker somehow knows the H it can remove the pair and
make the information unavailable. Or it can simply remove the entire associative array. Or the system containing the
associative array could catch fire. Fending off these attacks is about having backup systems in place and preventing
unauthorized access. The inherent resilience of hash-based content-addressable storage will solve the rest.

2.2.1 Confirmation attack
A more fundamental problem with convergent encryption is the confirmation attack. Here an attacker can check if a
given key H is in the associative array. If the attacker can do this, he can also check if a given plaintext X is in the
associative array by checking the presence of
H=HB(E(HA(X),X)))
If no preventative measures are taken, this could allow an attacker to confirm if the user is in possession of a certain
file, for example a banned book or a pirated movie.

2.2.20ffline brute-force attack
In an offline attack the attacker can try key combinations at his leisure without the risk of discovery or interference.
It could for example mount a brute-force attack by trying out all possible keys until the right one is found.

Determining when the right key is found is hard in conventional encryption systems. Every possible key will result in
some sort of plaintext, correct or not. Determining what the correct plaintext looks like involves a heuristic. In general
it is impossible to find such a heuristic, and this is what provides the one-time pad with its perfect security.

In convergent encryption it is easy to recognize the correct key. The correct key K will satisfy the equation
K=HA(D(K,X")

While theoretically interesting, offline brute-force attacks on conventional symmetric cyphers are already possible in

practice. Plaintexts often contain easily recognizable structures such as file headers. This can then be used as an

effective heuristic to check if the correct key is found. Such an attack will work on any cipher where keys are

significantly shorter than the messages, which in practice means anything but the one-time pad.

2.3 Proof of owenership

The idea of proof of ownership (PoW) is to solve the problem of using a small hash value as a proxy for the entire
file in client-side deduplication , the could use the storage service as a content distribution network. This proof
mechanism in PoW presents a solution to protect the security in client-side deduplication. Like this way, a client can
prove to the server that it really has the file. Dekey supports client-side deduplication with PoW to allow users to prove
their ownership of
data copies to the storage server. Particularly, POW is implemented as an common algorithm (denoted by PoW) run by
the prover (i.e., user) and a verifier (i.e.,
storage server). The verifier has to derive a short value from a data copy M.In order to prove the ownership of the data
copy M, the prover wants to send short value and run a proof algorithm with the verifier. It is passed if and only if short
value and the proof is correct. The notations of PoWg and PoW3 to denote PoW for a file F and block B, respectively.
Especially, the notation of PoW¢; will be used to denote a PoW protocol with respect to T;(F)_ TagGencg(F; j).
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Fig 5.Proof of the Ownership
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2.4 Message Locked Encryption

In 2012 M. Bellare et.al explain formalize a new cryptographic primitive, Message-Locked Encryption (MLE),
where the key used for both encryption and decryption are performed is itself derived from the message. MLE presents
a way to succeed secure deduplication (space-e_cient secure outsourced storage), a goal currently targeted by numerous
cloud-storage providers . They introduce an intriguing new primitive that they call Message-Locked Encryption (MLE).
An MLE scheme is a symmetric encryption scheme in which the key used for encryption and decryption is itself
derived from the message. Instances of this primitive are seeing widespread deployment and application for the purpose
of secure deduplication, but in the absence of a theoretical treatment, they have no precise indication of what these
methods do or do not accomplish. They provide definitions of privacy and integrity peculiar to this domain. Now
having created a clear, strong target for designs, they make contributions that may broadly be divided into two parts: (i)
practical and (ii) theoretical. In the _rest category they analyses existing schemes and new variants, breaking some and
justifying others with proofs in the random-oracle-model (ROM) . In the second category they address the challenging
question of ending a standard-model MLE scheme, making connections with deterministic public-key encryption,
correlated-input-secure hash functions and locally-computable extractors provide schemes exhibiting different trade
between assumptions made and the message distributions for which security is proven. From our treatment MLE
emerges as a primitive that be combines practical impact with theoretical depth and challenges, making it well worthy
of further study and a place in the cryptographic pantheon.

2.5 Authorized Duplicate check

In 2013 Jin Li,et.al explain for deduplication to protect the confidentiality of sensitive data while handling
deduplication, the convergent encryption technique has been presented to encrypt the data before
outsourcing. To protect data security, this paper presents the first attempt to functionally address the problem of
authorized data deduplication. Apart from normal deduplication systems, the differential privileges of users are then
considered in duplicate check besides the data itself. They also provide several new deduplication constructions
supporting authorized duplicate check in a hybrid cloud environment. Security analysis explains that our scheme is
secure in terms of the definitions specified in the proposed security model. As a proof of concept, they implement a
prototype of our proposed authorized duplicate check scheme and plan test bed experiments using our prototype. They
show that their proposed authorized duplicate check scheme obtains minimal overhead compared to normal operations.
In 2014 L.Sudha et.al proposed a completely distinct approach to secure the cloud with the decoy information
technology and is called as “Fog Computing” . They use this technology to activate disinformation attacks against
malicious insiders, which helps to prevent and distinguish the real perceptive customer data from fake worthless data.
The Decoy Information Technology is used for validating whether data access is authorized even when abnormal
information access is detected. It helps in confusing the attacker with bogus information. In 2014 Jin Li, et.al explain
propose Dekey, an efficient and reliable convergent key management scheme for secure deduplication. Dekey supplies
deduplication among convergent keys and distributes convergent key shares across multiple key servers, while
reserving semantic security of convergent keys and confidentiality of outsourced data. They present Dekey using the
Ramp secret sharing scheme and explains that it incurs small encoding/decoding overhead related to the network
transmission overhead in the regular upload/download operations.

III. PROPOSED WORK & OBJECTIVES

The notion in this paper is that we can avoid duplicate copies of storage data and limit the damage of stolen data by
decreasing the value of that stolen information to the attacker. This paper comples the first attempt to address the
problem of succeeding efficient and reliable key management in secure deduplication. We propose for providing
security in both insider attacker as well as outsider attacker and also monitoring them we use for that Dekey, user
behaviour profiling and Decoy Technology. Dekey is a new construction in which users no need to maintain any keys
on their own but they securely distribute the convergent key shares over multiple servers. Dekey using the Ramp secret
sharing scheme and explains that Dekey incurs limited overhead in realistic environments. To propose a new
construction called Dekey, which provides efficiency and reliability promises for convergent key management on both
user and cloud storage sides. Dekey is introduced to present efficient and reliable convergent key management through
convergent key Deduplication and secret sharing. Dekey handles both file-level and block level Deduplication. Security
analysis explains that Dekey is secure in terms of the definitions states in the proposed security model. Specifically,
Dekey remains secure even the adversary handles a limited number of key servers. Dekey uses the Ramp secret sharing
scheme that enables the key management to prepare to different reliability and confidentiality levels. Our evaluation
demonstrates that Dekey incurs limited overhead in bothupload/download operations in realistic cloud environments.
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V. CONCLUSION

The basic idea in this paper is to limit the damage of stolen data if we decrease the value of that stolen information
to the attacker. To succed this a ‘preventive’ disinformation attack has to be used. We present that secure
deduplication services can be present with additional security features insider attacker on Deduplication and outsider
attacker by using the detection of masquerade activity. The confusion of the attacker and the additional costs
incurred to distinguish real from bogus information, and the deterrence effect which, although hard to measure, plays
a significant role in preventing imitate activity by risk-averse attackers. We posit that the combination of these
security features will provide unparalleled levels of security for the deduplication.
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